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INTRODUCTION

Wireless Sensor Network (WSN) is an essential part and key enabler of the Inter- Ao\ — - :
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net of Things (loT), where hundreds or thousands of small smart sensing or

control nodes are interconnected to transmit sensing/monitoring information '
or control instructions. In order to implement sensing/monitoring or control /
services at a large scale with seamless connection to the Internet, IPv6 would
be the best solution due to its many advantages including its highly scalable
address scheme, stronger security, and full Internet compliance. Therefore, IPv6
over WSN is getting more research and development (R&D) attention from
both industry and academia.

The TIPoT kit offers a very effective, flexible, and low-cost development
platform, including an end-to-end application framework, for the experimental
research of TCP/IPv6 over IEEE 802.15.4 WSN, as well as prototype development
of various products for WSN or loT. It allows students, teachers, researchers,
hobbyists, makers, product developers and entrepreneurs to build and debug
low-power, low bandwidth ad-hoc wireless sensor/actuator networks with full
TCP/IPv6 internetworking. Users can connect their own sensors, add more
nodes and develop or evaluate the functionality of their devices/applications
that are built on IPv6 over WSN. U R E s
TIPoT development kit has been adopted in graduate student thesis research

projects at the University of Ottawa, Canada, and computer engineering proj-
ect at the Algonquin College, Canada. Large scale testbed deployments are
being planned at the University of Ottawa and University of Montreal. In addi-
tion, TIPoT kits are being adopted for product prototyping or establishing
testbeds for quite a few applications, including smart irrigation, precision
agriculture and building structural monitoring, in a number of research/engi-
neering institutions in Africa, Europe, North America and Asia.
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TIPoT Ethernet gateway

LCD board

TIPoT USB stick sniffer SEGGER J-Link adapter

Light, temperature
& humidity sensor board

eHealth auxiliary board

TIPoT long range communication board
and Ethernet gateway

TIPoT Development kits can contain different combinations of the above products to
suit different needs of our customers. Multiple sensors and actuators can be connected
directly to TIPoT motes or to auxiliary sensor boards.

TIPoT sniffer allows monitoring of traffic between TIPoT nodes in the network, displayed
on a computer screen. Monitoring provides the opportunity for:

e students and teachers to develop a clear and intuitive understanding of data and
control exchanges in wireless sensor/actuator networks;

e researchers to observe various network behaviors;

e product developers to debug prototypes;

e entrepreneurs to demonstrate proof-of-concept innovations.




TYPICAL TESTBED

SETUP OR
APPLICATION SCENARIOS
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Packet capture and anzlysis

Description:

This figure illustrates typical testbed setup or application acenarios with end-to-end application
framework. Various sensors (e.g. temperature, humidity, light, and strain gage) collect sensing/-
monitoring data; the motes receive and process the data, then transmit it to the gateway wireless-
ly through the IEEE 802.15.4 WSN using TCP/IPv6. The gateway provides network address transla-
tion (NAT64) so that the IPv6 packets can be forwarded to the cloud server with its IPv4 Ethernet
interface and then store in the cloud database. Computer, tablet, or smart phone can be used to
access the sensing/monitoring data through Internet. Users can also send control commands to
cloud server, which will then pass them to the gateway and from there to the robot that is
equipped with a TIPoT mote. After the messages are passed and interpreted by the appropriate
client software on the robot, the control commands they carry are applied on the robot’s func-

tionality.

M Wireshark - Packet 744 . wireshark_pcapng_Wireshark_20160624151457_a28560 — m} >

> Frame 744: 62 bytes on wire (496 bits), 6@ bytes captured (488 bits) on interface @
“~ TEEE 882.15.4 Data, Dst: OlympusC 91:80:90:98:81, Src: OlympusC_@1:08:00:28:81
» Frame Control Field: @xdc6l, Frame Type: Data, Acknowledge Request, Intra-PAN, Destinaticn Addressing Mode:
Sequence Number: 9
Destination PAN: @x2812
Destination: OlympusC_@1:608:00:80:81 (#8:81:13:81:00:808:00:61)
Extended Source: OlympusC_91:009:80:00:01 (80:01:13:01:00:00:80:81)
~ GLOWPAN
» IPHC Header
Next header: IPv6 Hop-by-Hop Option (@x8@)
Source: ::281:1381:0:1
Destination: ::281:1381:8:1
v Internet Protocol Version 6, Src: ::201:13@1:@:1, Dst: ::291:13@1:0:1
8118 .... = Version: 6
> o.... BOBO OOBO ... .... il.. aiie o -aas
Caae sees .... DBBE BREE DDBRE DOBE BBEO
Payload length: 35
Next header: IPv6 Hop-by-Hop Option (@)
Hop limit: 64
Source: ::2@1:1381:8:1
Destination: ::281:1381:8:1
[Source GeoIP: Unknown]
[Destination GecIP: Unknown]
> Hop-by-Hop Options
~ User Datagram Protocol, Src Port: 6888 (60803), Dst Port: 6803 (6008)
Source Port: 6888
Destination Port: 6688
Length: 27
> Checksum: 8x7198 [walidation disabled]
[Stream index: 3]
~ Data (19 bytes)
Data: 48656c6chT2066726T6d205449506T540d0a08
[Length: 193]

Traffic class: ex@e@ (DSCP: (5@, ECN: Not-ECT)
Flowlabel: @x8e208808

2661 69 B8 AL
2 81 13 81 00 7a T7 02 02 11 82 63 84 80 le @

Bale
Be2e p 17 78 17 78 2 1b 71 98 48 65 6c 6c 6T 28 66
2838 54 43 58 &6f 3

Frame (50 bytes) Decompressed GLoVUPAN IPHC (75 bytes)
No: 74 - Time: 342832897 - Source: ::201:1301:0:1 + Destination: ::201:1301:0:1 + Protocol: UDP * Length: 62 « Info: 6008 — 5008 len=19
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